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Abstract: The article presents the possibility of polymeric materials incremental processing, using the
network structure of INDUSTRY 4.0. The selected network control systems for 3D printers processing
polymer materials were analyzed in terms of software and hardware identification used in industrial
conditions, science and education. Both solutions requiring continuous data exchange between the con-
trolling computer and the 3D printer and systems dedicated to control with the use of a computer net-
work were taken into account. The possibilities of adapting 3D printers to work in the remote control
mode and control of the incremental process are presented. The possibilities of developing processes
related to 3D printing based on remote control using network systems were also determined.
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Przyrostowe przetwarzanie materialow polimerowych z zastosowaniem
sieciowej struktury INDUSTRY 4.0

Streszczenie: Artykul przedstawia mozliwosci przyrostowego przetwarzania materialéw polimero-
wych z zastosowaniem sieciowej struktury INDUSTRY 4.0. Analizie poddano wybrane systemy stero-
wania sieciowego dla drukarek 3D pod wzgledem identyfikacji softwarowej i hardwarowej stosowane
w warunkach przemystowych, nauce i edukacji. Wzigto pod uwage zaréwno rozwiazania w ktérych
wystepuje koniecznos¢ ciaglej wymiany danych pomiedzy komputerem sterujacym a drukarka 3D
oraz systemy, ktore sa dedykowane do sterowania z zastosowaniem sieci komputerowej. Przedstawiono
mozliwosci adaptacji drukarek 3D do pracy w trybie zdalnego sterowania i kontroli procesu przyrosto-
wego. Okreslono réwniez mozliwosci rozwoju proceséw zwigzanych z drukiem 3D w oparciu o zdalne

sterowanie wykorzystujace systemy sieciowe.

Stowa kluczowe: materiaty polimerowe, komunikacja sieciowa, druk 3D, technologie przyrostowe.

The development of additive manufacturing tech-
nology began with the processing of polymer materi-
als, which also constitute the majority of currently pro-
cessed materials using 3D printing methods. These types
of manufacturing processes are associated with the need

D Rzeszow University of Technology, The Faculty of Electrical
and Computer Engineering, al. Powstancow Warszawy 12, 35-
959 Rzeszow, Poland.

2 Rzeszow University of Technology, Faculty of Mechanical
Engineering and Aeronautics, Department od Mechanical En-
gineering, al. Powstancéw Warszawy 12, 35-959 Rzeszéw, Po-
land.

9 Rzeszow University of Technology, Faculty of Management,
al. Powstaricow Warszawy 12, 35-959 Rzeszéw, Poland.

4 Doctoral School of Engineering and Technical Sciences at
the Rzeszow University of Technology, al. Powstancéw War-
szawy 12, 35-959 Rzeszdéw, Poland.

* Author for correspondence: jwozniak@prz.edu.pl

to implement them into a modern production structure
based on the Industry 4.0 concept [1, 2]. The assumptions
of this concept are related to the automation and comput-
erization of the design, production and delivery of fin-
ished products and individual components integration
requires facing many technological challenges [3, 4]. As
rightly stated by ]. Patalas-Maliszewska and M. Topczak,
Industry 4.0 introduces leading-edge IT solutions in all
aspects of manufacturing, and striving to achieve the
right level of digital. The analysis is carried out for var-
ious areas of such integration, i.e. at the level of busi-
ness or technological processes, but also in relation to
the application layer or communication [5]. K. Schwab,
analyzing the leading technologies characteristic of the
fourth industrial revolution, points out that it is impor-
tant to always carry out a comparison of opportunities
and risks associated with the implementation of spe-
cific solutions [6]. This opinion seems justified. As the
research shows, there is a growing knowledge among
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entrepreneurs about the very concept of Industry 4.0 and
the management is aware of the benefits and risks result-
ing from it [7].

Given the pace of digitization and incremental technol-
ogies, it is therefore worthwhile to analyze the network
control capabilities for printers that are part of a virtual
production network or that operate as part of R&D work.
In this context, a gap in research has been observed in
terms of presenting how 3D printers can be adapted to
operate in remote control mode as well as to control the
incremental process. Therefore, the main objective of this
paper is to analyze the current possibilities and future
potential for attaching 3D printers processing polymeric
materials to computer networks. Network integration of
these devices provides an ongoing and permanent moni-
toring and control devices for both themselves and the
process of printing. As a result of such activities, it is pos-
sible to reduce costs and increase efficiency, availability,
and shorten the design and production time. It is associ-
ated with providing remote access to devices, ongoing
supervision over the correctness of the manufacturing
process, but also with the schedule optimization for the
implementation of individual works. In order to ensure
an appropriate network integration level, two levels of
hardware and software should be considered. The first
one relates to the available methods and means of ensur-
ing network communication, while the second is related
to application support. These two levels are inextricably
linked and must be mutually developed and perceived
as one coherent IT system. Considering the range of chal-
lenges faced by engineers creating solutions for Industry
4.0, this task is very difficult and requires finding a com-

promise between user expectations, technological limi-
tations, industry standards, as well as reliability, secu-
rity, scalability and interoperability. In addition to these
issues, there is also the dispersed nature of production
resources, which is characteristic of modern industry
[8, 9]. Limited resources necessitate establishing of coop-
eration between various entities and organizations from
the science and industry. Therefore, in order to increase
the efficiency of the design and production capacities use,
adequate network tools are required.

As part of the research and development work at the
Rapid Prototyping Laboratory at the Rzeszéw University
of Technology, a heterogeneous design and manufactur-
ing environment dedicated to additive manufacturing
systems based on polymer materials has been created for
many years. Only access to various 3D printing platforms
makes it possible to use the potential of various technolo-
gies. Therefore, as part of this publication, an analysis of
the network integration possibilities of solutions dedi-
cated to 3D printing was undertaken, also in the potential
adaptation of already existing systems field.

ANALYSIS OF NETWORK SOLUTIONS OF 3D
PRINTERS FOR POLYMER MATERIALS

The incremental devices processing polymeric materi-
als are equipped with various communication solutions
allowing data processing for the manufacturing process.
There are 3D printers with a direct connection to the con-
trol computer, printers with network connections (LAN),
printers with a wireless Wi-Fi network connection, print-
ers with memory card readers, and printers with vari-

Fig. 1. Objet Eden 260 and Objet 350 Connex 3 3D printers connected to the control computers by the network
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ous data transfer systems, as standard equipment or for
modification by the user [10].

The selected devices for 3D printing, which are the
the Department of Mechanical Engineering eqipment,
which constitute a representative cross-section of addi-
tive technologies currently available on the market, were
analyzed.

Machines for 3D printing with photopolymers based
on PolyJet technology are most often equipped with LAN
network interfaces, where the printer can be connected
directly to a computer or used as a network printer. Fig. 1
shows the Objet Eden 260 and Objet 350 Connex 3 3D
printers connected to the control computers by network.

The data for the incremental process is sent from the
computer over a LAN-type network link. It is neces-
sary to connect the computer permanently to the printer
during the process, because the data are transferred in
stages as the construction of subsequent layers.

Devices working in the technology of thermoplastic
polymers layer extrusion have various communication
solutions. Industrial printers using FDM technology by
Stratasys are equipped with a LAN connection and USB
inputs (next to the control panel - Fig. 2a), through which
data can be entered (data), to be printed only using the
data carriers supplied with the machine. The device can
also be connected to a wired network and process data

a) b)

can be transferred in this way. PRUSA brand desktop 3D
printers are equipped as standard with an SD memory
card slot, which is used for data entry. However, it is pos-
sible to extend the printer with an additional module for
connecting it to a wireless network. Fig. 2b shows a set
of two printers equipped with WiFi modules connected
to the internal network. Additionally, cameras connected
to the network are built into the structure integrating 3D
printers. This set enables visual preview of the process
using cameras and program preview using Octoprint
software [11]. The Ultimaker device (Fig. 2c) is equipped
with a USB input for data transfer from storage media,
WiFi and LAN connection (on the back of the printer). In
addition, the printer has a built-in camera with which the
printing process can be monitored.

DEVELOPMENT OF NETWORK
COMMUNICATION IN 3D PRINTING SYSTEMS

Additive technologies are used in many areas of sci-
ence, as well as in various sectors of the economy, such
as aviation [12-14], automotive [15, 16], electromechani-
cal [17, 18], constructional [19-21], medical [22-24]. They
are used both for multi-series production as well as in
short series, or for the production of individual elements
used, for example, in the construction of prototypes or

—

Fig. 2. Devices working in the technology of layer extrusion of thermoplastic polymers: a) Stratasys F170 printer, b) a set of integra-

ted Prusa printers, ¢) Utlimaker printer
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customized for the needs of a given customer [25]. These
technologies have been developed for about 50 years. For
along time, the main focus was on the new types of poly-
mer materials developmemt and composites that could
be used in 3D printers [26], as well as the efficiency and
effectiveness of manufacturing processes [27]. Work in
this area is still carried out in order to obtain solutions
with new properties and that could revolutionize, for
example, repairs made in space [28]. Nevertheless, with
the advent of the fourth industrial revolution, communi-
cation and data exchange became a key issue. Thus, the
implementation of the Industry 4.0 concept would not be
possible without the strict integration of production sys-
tems with IT systems [6]. The evolution of this process
over several decades is presented in Fig. 3.

Only the stage in which manufacturers of printing
devices began to implement LAN and WiFi network
interfaces allowed full remote control and control of
devices and the printing process. It can be concluded
that the moment of universal access to the computer net-
work, and in particular the Internet, was one of the fourth
industrial revolution and the wider development of the
Internet of Things (IoT) foundations. Thanks to this, an
opportunity appeared, and a new trend of remote work
emerged [6, 11, 29]. Significant moment for the develop-
ment of communication support systems for solutions
based on incremental technologies was the emergence
of cloud computing. These technologies have revolu-
tionized many areas of our life [30-32], and thus also
influenced the area related to 3D printing. Resource vir-
tualization ensured scalability of design and manufac-
turing systems, and thus it was possible to increase the

efficiency of use, reduce costs and extend cooperation in
both B2B and B2C relations [9, 33-35]. We are currently at
the stage of this type of systems, where people are gradu-
ally replacing people with robots controlled by IT sys-
tems. Thanks to this, it is possible to use the available
data from business systems, queuing and supervising
tasks, warehouse and logistics systems, as well as manu-
facturing systems more widely. Taking into account the
virtualization of application resources, including soft-
ware for modeling and designing components as well as
supervision of additive manufacturing processes, we are
getting closer to achieving operational efficiency at the
level of cyber-physical systems controlled and monitored
by computer algorithms. This in turn leads to the realiza-
tion of a fully functioning Industry 4.0 infrastructure.

NETWORKING OF THE DESIGN AND
MANUFACTURING PROCESS IN 3D PRINTING
TECHNOLOGY

The process of designing and manufacturing in 3D
printing technology means the rapid prototyping pro-
cess, which is focused on fast, precise and repeatable pro-
duction of components using additive technologies. Its
individual stages are presented in Fig. 4. Nowadays, spe-
cific actions taken as part of this process can be imple-
mented remotely, with the cooperation of people and
devices, connected via a computer network. Networking
of individual stages in the rapid prototyping process
increases the efficiency and scalability of production. We
can distinguish two areas within the network structure.
The first is the area of people connected to the network, and
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the second includes devices and applications connected by
a computer network that make up the modern Internet of
Thing. However, the network integration of both areas
allows to get the Internet of Everything.

The initial stages of the rapid prototyping process
concern conceptual work and the preparation of ini-
tial assumptions for the model of the target component.
These activities, of course with the support of modern IT
tools, are more and more often carried out remotely with
the cooperation of a distributed project team members.
The next stages, including the preparation of a 3D model,
its verification and conversion to an STL file, transfer of
finished models to the printer, printing, as well as verifi-
cation and control of the resulting component can be car-
ried out with full network integration between devices
such as workstations, servers, 3D printers, cameras, 3D
scanners, etc. and the staff forming the design and execu-
tion team. Based on the initial requirements and assump-
tions, a 3D digital model is developed in an environment
of specialized CAD applications. By sharing resources, it
is possible to verify the data and introduce possible cor-
rections to the modeled object jointly. After receiving the
digital model, there is a need to export the data in order
to prepare the physical process of its production directly.
At this point, in the IoT environment, data is transferred
between devices via a computer network.

Each of the rapid prototyping process stages, described
above, is of significant importance to it and, as you can
see, can be implemented through network communica-
tion corresponding to the assumptions of the Industry
4.0 concept.

It should be emphasized that network devices such
as 3D printers should be considered in terms of IoT ele-
ments. The last stages of the evolution of information
exchange systems between information systems and pro-
duction systems should be seen in terms of the Internet
of Everything systems (IoE). It should be remembered
that in this class of systems a human is an element of
the entire infrastructure, which means that a number of

new types of threats can be identified for it. For example,
during the research, it was possible to effectively gain
access to a camera monitoring the printouts of several 3D
printers. Due to the lack of updates, the camera software
had a number of vulnerabilities that allowed not only
to capture the image from the camera, but also to gain
access to the camera movement control system. Thanks
to this, it was possible to view the strings of characters
entered on the keyboard and to read the documents left
at the workstation.

PROPOSED SAFETY ARCHITECTURE OF
CONTROL SYSTEMS

Considering these threats authors of the article pro-
pose a solution for sharing and control of 3D printing,
which allows you to protect the organization intranet
resources while allowing remote control of them. The
general scheme of the architecture is presented in Fig. 5.

All 3D printers have been placed in a separate seg-
ment of the VLAN network, which has disabled the abil-
ity to communicate with each other. Only two-way com-
munication with the IDS / IPS / UTM system is possible.
Individual printers are connected to the network in the
architecture described in chapter 2. However, the module
described in the figure as “External module” (EM)
requires a more detailed description. A number of solu-
tions have appeared on the market that allow to manage
3D printers shared by the network. They have simplified
interfaces allowing the implementation of basic activi-
ties related to print management. To simplify the man-
agement of printers, additional external communication
modules are offered, which constitute an access inter-
face between the printer usually connected to the USB
port and the operator’s cloud. As a rule, solutions of this
class are designed to support the production resources
of a single entity. The most popular are: FlexiHub (soft-
ware solution) [36], USB Network Gate (software solu-
tion), USB over Network (software solution) [37], Floow2.
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com (comprehensive hardware and software solution)
[38], 3DPrinterOS (hardware and software solution) [39],
OctoPrint + Raspberry Pi (hardware / software solution)
[40]. It si important be aware that the introduction of
an EM network module managed by an external orga-
nization may not be compliant with the policy of the
company providing resources and with the applicable
security rules. Therefore, separating the resource made
available in this way from the rest of the network allows
to minimize the losses resulting from the possible com-
promise of the EM device. This also applies to print-
ers shared and controlled by any of the other methods
described in this article. The entire system is protected
by the IPS / IDS / UTM access control system, which is
also responsible for compiling encrypted communication
channels to cloud resources or cooperating companies. It
is the main point of system protection, which can be inte-
grated with Security Event Manager systems that super-
vise the system as a whole. The proposed architecture
also enables the integration of the system with dedicated
management automation systems with the use of an arbi-
trator [41], or for the detection of anomalies [42]. Access to
3D printers from the intranet network, as in the case of
extranet systems, is carried out via the IDS / IPS / UTM
device, but communication is not encrypted within the
LAN. Of course, it is possible to introduce communica-
tion encryption at the LAN level (e.g. MACSec mecha-
nism), but it is redundant in relation to the applications
discussed in the article.

SUMMARY

A modern solution for additive manufacturing of prod-
ucts from polymeric materials increasingly requires the
use of network systems that allow remote control and
monitoring of the manufacturing process selected stages.

The presented architecture elements were built in the
rapid prototyping laboratory of Rzeszéw University of
Technology in order to confirm key functionalities and
identify the limitations of the security architecture.
The proposed security architecture is part of the tasks
assigned to the implementation at the “RP processing
stage” (see Fig. 4) in the proposed model. Tests in the lab
implemented in cooperation with the socio-economic
environment of Rzeszéw University of Technology
allowed to draw the following conclusions:

The implementation of the proposed architecture in
the production environment can be performed based on
available network protocols without the need to create
additional dedicated software or protocol solutions;

After the architecture was implemented, a number
of penetration tests from the Intranet and Extranet net-
works were performed, which did not show any vulner-
abilities in the case of the architecture as a whole, despite
the fact that the printers used had such vulnerabilities;

During the tests, the need to develop an application
working in the cloud was identified, which would allow

to integrate 3D printers made available using various
techniques in the form of one coherent management
system allowing (for) the implementation of tariff mech-
anisms for non-homogeneous resources from the owner-
ship point of view.

The authors hope that the solutions presented in the
article will prove helpful for companies and institutions
related to the 3D printing industry and will positively
influence their decisions on development towards digiti-
zation of production processes.
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